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16 55% Data Assessment 11/2.0 11/2.0 11/2.0 11/2.0 11/2.0 11/2.0 0.6/1.0 11/2.0 11/2.0 11/2.0 11/2.0 11/2.0 11/2.0 2.2/4.0 2.8/5.0 55/10.0 | 6.0/11.0 6.0/11.0 2.8/5.0 2.8/5.0 1.7/3.0 8.3/15.0 11/2.0 11/2.0 54 98 45%
10 48% | Risk Assessment 1.4/3.0 2.4/5.0 1.4/3.0 2.4/5.0 2.4/5.0 2.4/5.0 2.4/5.0 1.4/3.0 1.4/3.0 1.4/3.0 1.4/3.0 1.4/3.0 19/4.0 1.4/3.0 1.4/3.0 1.4/3.0 1.4/3.0 1.4/3.0 71/15.0 24/50 | 2.4/50 71/15.0 09/2.0 1.0/2.0 52 109 53%
20 41% Risk Governance 0.4/1.0 0.4/1.0 0.4/1.0 0.8/2.0 0.4/1.0 0.4/1.0 21/5.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.8/2.0 0.8/2.0 0.8/2.0 0.4/1.0 0.4/1.0 5.8/14.0 21/5.0 41/10.0 41/10.0 0.8/2.0 1.7/4.0 29 71 59%
14 33% Risk Reporting 1.0/3.0 1.0/3.0 1.0/3.0 1.0/3.0 1.0/3.0 1.0/3.0 17/5.0 0.7/2.0 0.7/2.0 1.0/3.0 1.0/3.0 1.0/3.0 17/5.0 07/2.0 0.7/2.0 0.7/2.0 1.0/3.0 1.0/3.0 17/5.0 17/5.0 17/5.0 17/5.0 0.3/1.0 1.3/4.0 26 78 66%
17 80% | Policy Management 2.4/3.0 2.4/30 2.4/3.0 2.4/3.0 2.4/3.0 2.4/3.0 2.4/3.0 2.4/3.0 2.4/3.0 1.6/2.0 1.6/2.0 1.6/2.0 1.6/2.0 0.8/1.0 1.6/2.0 1.6/2.0 2.4/3.0 24/30 | 12/140 | 40/50 | 176/220 | 80/100 | 16/20 1.6/2.0 81 101 I 20%
4 48% | Control Management 2.4/50 | 2.4/50 1.4/3.0 1.4/3.0 1.4/3.0 1.4/3.0 29/6.0 24/50 | 24/50 | 24/50 | 24/50 | 24/50 2.4/5.0 1.4/3.0 1.4/3.0 1.4/3.0 1.4/3.0 14/30 | 48/100 | 67/140 | 48/100 | 48/100 | 24/50 1.0/2.0 59 124 52%
n 44% | Third Party Management 2.2/5.0 2.2/5.0 2.2/50 13/3.0 2.2/50 2.2/50 | 6.6/150 13/3.0 13/3.0 13/3.0 09/2.0 1.3/3.0 09/2.0 0.4/1.0 1.3/3.0 1.3/3.0 1.3/3.0 1.3/3.0 2.2/50 | 102/230 | 22/5.0 2.2/5.0 09/2.0 | M1/25.0 60 137 56%
18 70% Asset Inventory 1.4/2.0 1.4/2.0 1.4/2.0 1.4/2.0 14/2.0 14/2.0 0.7/1.0 21/3.0 21/3.0 21/3.0 21/3.0 21/3.0 1.4/2.0 35/5.0 21/3.0 21/3.0 21/3.0 21/3.0 1.4/2.0 21/3.0 1.4/2.0 21/30 21/3.0 14/2.0 43 62 30%
14 77% | Malware Defences 3.8/5.0 0.8/10 3.8/5.0 15/2.0 15/2.0 15/2.0 15/2.0 2.3/30 2.3/30 23/30 2.3/3.0 2.3/3.0 0.8/10 3.8/5.0 3.8/5.0 3.8/5.0 0.8/1.0 0.8/1.0 15/2.0 15/2.0 15/2.0 15/20 | 10.6/140 | 2.3/3.0 59 77 24%
9 33% | Vulnerability Patching 17/5.0 17/5.0 1.3/4.0 0.7/2.0 0.7/2.0 0.7/2.0 0.7/2.0 17/5.0 17/5.0 17/5.0 3.3/10.0 17/5.0 17/5.0 17/5.0 1.7/5.0 17/5.0 0.3/1.0 0.3/1.0 0.7/2.0 0.7/2.0 0.7/2.0 0.7/2.0 4.6/14.0 0.7/2.0 33 98 66%
13 78% | Network Security 6.2/8.0 0.8/1.0 39/5.0 1.6/2.0 1.6/2.0 1.6/2.0 1.6/2.0 39/5.0 39/5.0 39/5.0 39/5.0 39/5.0 39/5.0 2.3/3.0 2.3/3.0 2.3/30 39/5.0 39/5.0 1.6/2.0 1.6/2.0 1.6/2.0 16/20 | 107/140 | 16/2.0 74 95 22%
12 56% | Data Protection 2.8/5.0 2.8/5.0 17/3.0 2.8/5.0 2.8/5.0 2.8/5.0 0.6/1.0 0.6/1.0 0.6/1.0 0.6/1.0 0.6/1.0 0.6/1.0 2.8/5.0 45/80 | 84/150 | 90/160 | 5.6/100 | 56/100 | 28/5.0 2.2/40 2.8/5.0 2.8/5.0 17/3.0 17/3.0 69 123 44%
8 44% User Access Controls 1.3/3.0 09/2.0 35/8.0 2.2/5.0 2.2/5.0 2.2/5.0 0.4/1.0 2.2/5.0 2.2/5.0 2.2/5.0 22/5.0 2.2/5.0 2.2/5.0 13/3.0 22/5.0 2.2/5.0 39/9.0 39/9.0 09/2.0 09/2.0 2.2/5.0 09/2.0 09/2.0 09/2.0 46 105 56%
3 48% | Privilege Access Controls 2.4/50 | 2.4/50 2.4/50 | 48/100 | 48/100 | 48/10.0 | 24/50 | 48/10.0 | 48/100 | 48/100 | 48/100 | 48/10.0 | 24/50 | 48/10.0 | 48/100 | 48/100 | 33/70 3.3/70 1.0/2.0 1.0/2.0 2.4/5.0 1.0/2.0 09/2.0 1.0/2.0 79 164 52%
B 44% | User Awareness 22/50 | 44/100 | 6.6/150 | 66/150 | 6.6/150 | 66/150 | 2.2/5.0 13/3.0 13/3.0 13/3.0 1.3/3.0 13/30 | 4.4/100 | 13/30 22/50 | 447100 | 22/50 2.2/5.0 09/2.0 1.3/3.0 4.0/9.0 09/2.0 09/20 | 4.4/100 71 161 56%
2 70% | Threat Monitoring 35/50 | 70/100 | 35/50 35/5.0 35/5.0 35/6.0 35/50 | 70/100 | 70/100 | 70/100 | 56/80 | 7.0/100 | 14.0/200 | 56/80 35/5.0 35/50 | 7.0/100 | 7.0/10.0 21/3.0 21/3.0 1.4/2.0 1.4/2.0 35/50 | 105/15.0 123 176 30%
1 77% | Incident Response 61/8.0 7.7/10.0 61/8.0 5.4/7.0 4.6/6.0 46/60 | 77100 | 77/100 | 77/100 | 77/10.0 61/8.0 77/100 | 77/100 | 7.7/10.0 5.4/7.0 38/50 | 15/150 | 115/15.0 | 38/5.0 61/8.0 15/2.0 15/2.0 6.8/9.0 7.7/10.0 154 201 23%
19 33% | Transaction Monitoring 6.6/200 | 50/150 | 50/150 | 6.6/200 | 6.6/200 | 6.6/200 | 03/1.0 0.3/1.0 0.3/10 0.3/1.0 0.3/1.0 0.3/10 0.3/10 0.3/10 0.3/10 07/2.0 0.3/1.0 0.3/10 0.3/1.0 1.0/3.0 07/2.0 07/2.0 07/2.0 1.0/3.0 45 136 67%
7 41% | DataRecovery 0.8/2.0 0.8/2.0 0.8/2.0 0.8/2.0 0.8/2.0 0.8/2.0 21/5.0 41/10.0 21/5.0 21/5.0 41/10.0 21/5.0 21/50 | 62/150 | 6.2/160 | 21/50 21/5.0 21/5.0 08/20 | 08/20 0.4/1.0 0.8/2.0 2.0/5.0 12/3.0 48 17 59%
6 15% Service Availability 0.7/5.0 1.2/8.0 05/3.0 0.3/2.0 0.3/2.0 03/20 | 30/200 | 23/150 | 30/200 | 30/200 | 23/150 | 8.0/200 | 0.8/5.0 1.2/8.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.3/2.0 0.3/2.0 0.2/1.0 0.3/2.0 16/10.0 0.3/2.0 26 168 85%
51% 49% 51% 49% 48% 48% 45% 50% 49% 48% 48% 48% 54% 52% 53% 53% 57% 57% 54% 51% 55% 52% 55% 53% 1231 2401 49%
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19 22% Hardware Asset Integrity 0.7/3.0 0.2/1.0 0.2/1.0 0.7/3.0 0.7/3.0 0.7/3.0 0.7/3.0 0.2/1.0 0.2/1.0 0.7/3.0 0.7/3.0 0.7/3.0 0.4/2.0 0.2/1.0 0.4/2.0 0.7/3.0 0.7/3.0 0.7/3.0 0.4/2.0 0.7/3.0 0.7/3.0 0.7/3.0 0.4/20 | 04/2.0 13 57 78%
18 33% Software Inventory Integrity 1.3/4.0 0.7/2.0 07/2.0 13/4.0 1.3/4.0 1.3/4.0 1.3/4.0 07/2.0 07/2.0 1.3/4.0 1.3/4.0 1.3/4.0 0.3/1.0 0.3/1.0 0.7/2.0 1.0/3.0 0.7/2.0 0.7/2.0 0.7/2.0 1.0/3.0 1.0/3.0 1.0/3.0 0.3/1.0 0.3/1.0 21 64 67%
1 44% Malware Presence 31/7.0 09/2.0 2.2/5.0 31/70 31/70 31/70 31/7.0 09/2.0 2.2/5.0 31/70 31/70 31/7.0 2.2/50 | 22/50 09/2.0 09/20 | 22/50 | 22/50 | 22/50 | 22/50 | 22/50 | 22/50 | 22/50 | 22/50 55 124 56%
7 10% Files and Services Abuse 0.7/70 0.2/20 | 05/50 0.7/7.0 0.7/70 0.7/70 0.7/70 0.2/20 | 05/50 0.7/7.0 0.7/70 0.7/70 01/1.0 05/50 | 02/20 | 02/20 | 02/20 | 02/20 | 05/50 | 05/50 | 05/50 | 05/5.0 01/1.0 01/1.0 n 106 90%
6 4% Vulnerabilities and Exploits 0.3/7.0 0.2/5.0 01/2.0 0.3/7.0 0.3/70 0.3/7.0 0.3/7.0 0.2/5.0 01/2.0 0.3/7.0 0.3/7.0 0.3/7.0 01/2.0 01/3.0 01/2.0 01/2.0 01/2.0 01/2.0 0.2/5.0 0.2/5.0 0.2/5.0 0.2/5.0 01/2.0 01/2.0 5 107 I 96%
5 34% Configuration Integrity 2.4/70 0.7/2.0 0.7/2.0 2.4/70 2.4/70 2.4/70 2.4/70 0.7/2.0 0.7/2.0 2.4/70 2.4/7.0 2.4/7.0 0.7/2.0 1.0/3.0 17/5.0 17/5.0 0.7/2.0 0.7/2.0 17/5.0 17/5.0 17/5.0 2.0/6.0 0.7/2.0 0.7/2.0 37 108 66%
2 33% Sensitive Data Integrity 1.0/3.0 2.6/8.0 17/6.0 1.0/3.0 1.0/3.0 1.0/3.0 1.0/3.0 2.6/8.0 17/5.0 1.0/3.0 1.0/3.0 1.0/3.0 3.3/10.0 1.0/3.0 5.0/15.0 | 4.6/140 | 5.0/150 | 5.0/15.0 2.6/8.0 23/70 2.3/70 2.3/70 3.3/100 | 3.3/100 57 171 67%
16 10% User Account Integrity 0.4/4.0 0.5/5.0 0.5/5.0 0.4/4.0 0.4/4.0 0.4/4.0 0.4/4.0 0.5/5.0 0.5/5.0 0.4/4.0 0.4/4.0 0.4/4.0 0.2/2.0 0.2/2.0 0.2/2.0 0.2/2.0 0.3/3.0 0.3/3.0 0.2/2.0 0.2/2.0 0.2/2.0 0.2/2.0 0.2/2.0 0.2/2.0 8 78 90%
17 34% User Access Activity 1.4/4.0 17/5.0 17/5.0 1.4/4.0 1.4/4.0 1.4/4.0 1.4/4.0 17/5.0 17/5.0 1.4/4.0 1.4/4.0 1.4/4.0 0.7/2.0 0.7/2.0 0.7/2.0 0.7/2.0 1.0/3.0 1.0/3.0 0.7/2.0 0.7/2.0 0.7/2.0 0.3/1.0 0.7/2.0 0.7/2.0 27 77 65%
12 66% Privilege Account Integrity 3.3/5.0 13/2.0 13/2.0 3.3/5.0 3.3/5.0 3.3/5.0 3.3/5.0 13/2.0 1.3/2.0 3.3/5.0 3.3/5.0 3.3/5.0 3.3/5.0 3.3/5.0 3.3/5.0 3.3/5.0 3.3/5.0 3.3/5.0 13/2.0 13/2.0 1.3/2.0 1.3/2.0 3.3/5.0 3.3/5.0 63 96 34%
4 45% Privilege Access Activity 2.3/5.0 09/2.0 09/2.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 09/2.0 09/2.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.3/5.0 2.2/5.0 50 108 54%
1 33% Social Engineering Attack 07/20 | 33/100 | 50/150 | 07/2.0 0.7/2.0 0.7/2.0 07/20 | 33/100 | 50/150 | 07/2.0 0.7/2.0 0.7/2.0 17/5.0 1.0/3.0 0.7/2.0 0.7/2.0 17/5.0 1.7/5.0 17/5.0 17/5.0 17/5.0 17/5.0 17/5.0 1.6/5.0 40 18 66%
3 22% User Awareness Training 0.7/3.0 2.2/10.0 | 2.2/10.0 07/3.0 07/3.0 07/3.0 0.7/3.0 2.2/10.0 | 2.2/10.0 07/3.0 0.7/3.0 0.7/3.0 2.2/10.0 11/5.0 0.4/2.0 0.4/2.0 15/7.0 15/70 15/7.0 11/5.0 11/5.0 11/5.0 22/10.0 | 2.2/10.0 31 139 78%
9 23% Incident Detection Capability 0.5/2.0 1.2/5.0 1.2/5.0 05/20 | 05/20 | 05/20 [ 05/2.0 1.2/5.0 1.2/5.0 05/20 | 05/20 | 05/20 | 23/100 | 12/50 | 23/100 | 19/8.0 1.2/5.0 1.2/5.0 1.2/5.0 1.2/5.0 1.2/5.0 12/50 | 23/100 | 2.3/10.0 28 19 76%
14 33% Incident Resolution Capability 0.3/1.0 1.0/3.0 1.0/3.0 0.3/10 0.3/1.0 0.3/1.0 0.3/1.0 1.0/3.0 1.0/3.0 0.3/1.0 0.3/1.0 03/1.0 | 33/100 | 17/50 [ 33/100 | 26/80 17/5.0 17/5.0 17/5.0 17/5.0 17/5.0 17/5.0 | 33/100 | 3.3/100 34 103 67%
8 44% Transactional Data Integrity 4.0/9.0 22/5.0 2.2/5.0 4.0/9.0 4.0/9.0 4.0/9.0 4.0/9.0 22/5.0 2.2/5.0 4.0/9.0 4.0/9.0 4.0/9.0 0.4/1.0 0.4/1.0 4.4/100 | 6.6/15.0 | 6.6/150 | 6.6/15.0 09/2.0 09/2.0 09/2.0 09/2.0 0.4/1.0 0.4/1.0 70 159 56%
13 55% Transaction Anomaly Detection 72/130 | 6.6/120 | 55/100 | 7.2/130 | 72/130 | 72/130 | 72/130 | 6.6/120 | 55/100 | 7.2/130 | 72/13.0 | 72/130 | 06/1.0 0.6/1.0 0.6/1.0 0.6/1.0 11/2.0 11/2.0 11/2.0 11/2.0 11/2.0 11/2.0 0.6/1.0 0.5/1.0 92 166 45%
25 23% Network Time Integrity 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 05/2.0 0.2/1.0 0.2/1.0 05/2.0 05/2.0 05/2.0 05/2.0 0.2/1.0 0.2/1.0 6 29 78%
15 54% Log Data Integrity 1.6/3.0 2.7/5.0 27/5.0 1.6/3.0 1.6/3.0 1.6/3.0 1.6/3.0 2.7/5.0 27/5.0 1.6/3.0 1.6/3.0 1.6/3.0 5.4/10.0 0.5/1.0 1.6/3.0 11/2.0 1.6/3.0 1.6/3.0 11/2.0 11/2.0 11/2.0 11/2.0 5.4/10.0 | 5.3/10.0 51 94 46%
20 9% System Performance 0.2/20 | 02/20 01/1.0 02/20 | 02/20 | 02/20 | 02/20 | 02/20 01/1.0 02/20 | 02/20 | 0.2/2.0 01/1.0 03/30 | 03/30 | 0.2/20 01/1.0 01/1.0 0.4/40 | 05/50 | 05/50 | 05/5.0 01/1.0 0.0/0.0 5 53 90%
24 20% System Availability 0.2/10 0.2/10 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/10 0.2/10 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.6/30 | 06/30 | 04/20 [ 02/10 0.2/1.0 1.0/5.0 1.0/5.0 1.0/5.0 1.0/5.0 0.2/1.0 0.2/1.0 9 45 80%
23 23% Data Backup Capability 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 0.2/1.0 1.6/7.0 0.7/3.0 0.7/3.0 0.2/1.0 0.2/1.0 1.2/5.0 1.2/5.0 1.2/5.0 1.2/5.0 0.2/1.0 0.2/1.0 1 50 78%
22 44% Data Restoration Capability 0.4/1.0 0.4/10 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/1.0 0.4/10 | 4.4/100 | 13/30 1.3/3.0 0.4/1.0 0.4/1.0 2.2/50 | 22/50 | 22/50 | 22/50 | 04/10 0.4/1.0 23 53 57%
21 12% Offline Backup Capability 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 01/1.0 18/156.0 | 0.4/3.0 0.4/3.0 01/1.0 01/1.0 0.6/5.0 0.6/5.0 0.6/5.0 0.6/5.0 01/1.0 01/1.0 7 58 88%
10 15% Threat Intelligence Capability 0.6/4.0 11/7.0 0.8/5.0 0.6/4.0 0.6/4.0 0.6/4.0 0.6/4.0 11/7.0 0.8/5.0 0.6/4.0 0.6/4.0 06/40 | 15/100 | 08/50 | 03/20 [ 03/20 | 08/50 | 08/50 | 05/30 | 05/30 | 05/30 | 05/30 | 15/100 | 18/12.0 18 19 85%

34% 32% 32% 34% 34% 34% 34% 32% 32% 34% 34% 34% 32% 28% 32% 33% 34% 34% 28% 28% 28% 28% 32% 32% 770 2401 68%
30% -16% | D 15% - 0%

A 100%-91% | A- 90%-76% | B 75%-61% | B- 60%-46% | © 45%-31% | C-

Very High
Resilience

Low
Resilience

Medium-Low
Resilience

Medium
Resilience

High
Resilience

Medium-High
Resilience

Very Low
Resilience



